SEC

Security Operations Center

30SEC is Combis's Security Operations Center (SOC) built as a response to the increased
sophisticated cyber threats and attacks.

The risk of being hacked is higher than ever before. Who wants to ruin company’s reputation by being
attacked? Who wants their confidential information to end up online and be available to everyone,
including the competition? This is where we come in - a team of experts covering a wide range of
solutions from information and cybernetics security (vendor independent security). Combis as a
Managed Security Services Provider (MSSP)is your trusted partner that provides a full range of
unified security services that will meet all your needs.

Security Operation Center
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Dedicate your time and resources to ﬂ
your core business - let take

care about information security!
Prevention

Asamember of the HT Group, Combis is prospering

Threat

Response

required experience, latest expertise, know-how, certified

Data
experts and the most advanced technologies, which Reporting p Analysis

inthe market for thirty years. We have at our disposal

makes us a highly reliable partner. A partner who can

provide a superior selection of unified security services.



Who can benefit from

Companies facing shortages Companies and organizations that
of internal resources for certain don't want toinvestin expensive
areas of information security software and equipment
Users who need (racks, servers, firewalls, licenses...)

continuous monitoring

The main benefits of

The user only pays for the Close cooperation with technical teams

service, we are in charge from equipment manufacturers(IBM, Palo

of the equipment. Alto Networks, TrendMicro, Sophos,

FireEye, Cisco).

Knowledge and information sharing - in the
. case of hacker's attacks in Croatiaand / or
Fixed monthly costs.
the region, the customer will be promptly

notified of any threats.

In addition, the customer benefits from
Our experts are always continual improvements of its information
atyour disposal. security. Our experts will share information
about the current threats they encountered
on other, similar environments.

A modular solution -

each customer can decide for the
set of services which are the most
suitable for their business.



SEC

Security Operations Center

SIEM & SOAR

Information Security Experts

(Chief Information Sec. Officer)
(engeneers, analysts)
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Next - Gen Firewall
Network Traffic

Analysis
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EPP & EDR
DNS Security

Security Information and Event Management

® Centralized system that, in real time, collects ® The obtained data is being analyzed and can be

and automatically analyzes records from valuable for improving the entire information
different devices from your network, servers, security system of a company.
database, client equipment ... and if needed
generates alerts and reports. ® WVith the results obtained from SIEM it is much
easier to meet the requirements of different
® The obtained datais being analyzed and can be regulators(eg. PCi-DSS)and / or can help with
valuable forimproving the entire information security standards certification (eg. 1IS0: 27001).

security system of a company.

Security Orchestration Automation & Response

® Thanks to the data collected in SIEM, alarge number of alerts are being generated which, no matter how
fine SIEMis tuned, need to be reviewed manually. However, if you have SOAR at your disposal, that
demanding part of the job is solved by this tool.

® Savesvaluable time for security professionals.



« Endpoint Protection Platform and Endpoint Detection
and Response solutions take care of malware, antivirus
and antispyware protection, which protects devices not

only from external threats, but from internal too.

« A fully automated firewall that provides
consistent network protection (SSL decryption,
data sharing restrictions, creating URL filtering

policies ...).

« Allows you to verify the authenticity of DNS data.
« Prevention of DDoS and amplification attacks.
«91% of malware uses DNS to communicate and to steal data.

- DNS traffic protection solutions prevent unwanted DNS and IP traffic.

- Next-generation email protection.
« Significantly reduces the amount of unwanted e-mails

(Spam blocking, Graymail detection, Outbreak filters ...).

«Supervision and inspection of web traffic.

« As the most exposed parts of your information system, your web
site, web applications and web services need special protection.

« Encryption, authentication, "patching" of detected weak points,

data theft prevention ...

« Thanks to the advanced Cisco Smartwatch solution, you have
insight into network traffic(NTA)and the response speed of your
network (NDR)regardless of having your resources on-premise or

inthe Cloud.



Why ?

We have a large number of professionals who
are taking care of information security for the

most demanding users.

Because of years of experience in the field of
information security, Combis team holds many
certificates acquired at the most relevant institutes
and training centres such as SANS, EC-Council,
ISC2, CompTIA, Offensive Security, etc. In addition,
the expertise of our team has been confirmed by
renowned vendors, with special emphasis on Palo

Alto, IBM, Fireeye, TrendMicro and others.

Our goal is your ultimate protection - we are
continually monitoring for potential hazards and

negative trends and timely respond to them.

YOUR BUSINESS

COM Create your business with
BIS Combis business solutions!
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